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Information Security

Answer any two from the following questions : 2×20=40

1. Answer the following : [8 × 2½]

(a) List out the critical characteristics of information.

(b) What is meant by balancing Security and Access?

(c) How information assets are classified?

(d) What is residual risk?

(e) What is information Security Blueprint?

(f) What are the objectives of ISO 17799?
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(g) What are the advantages and disadvantages of using a honey pot?

(h) What are the role of Chief Information Security officer (CISO)?

2. (a) What are the major stages of risk assessment? Explain.

(b) Explain the various components of an Information system.

(c) What is cryptography? Discuss the different cipher methods with suitable Examples.
[6 + 6 + (2 + 6)]

3. (a) Write short notes on the access control devices used in security design.

(b) What is intrusion detection system? Explain its categories and operating models in
details.

(c) Explain the phases of security SDLC. [6 + (2 + 6) + 6]

4. (a) Explain in detail about Firewall processing modes and its architecture. What are
the approaches of implementing firewall? [8 + 2]

(b) Write short notes on the following cryptographic tools.

(i) Public-Key Infrastructure (PKI)

(ii) Digital Signature [2 × 5]

Paper : DSE 1-P

Information Security

(Practical)

Answer any One from the following questions : 1 × 20 = 20

1. Demonstrate sending of a digitally signed document.

2. Demonstrate use of gpg utility for signing and encrypting purposes.

3. Perform encryption and decryption of Caesar cipher. Write a script for performing these
operations.

__________



Microprocessor - 8085

(Theory)

Answer any two questions : 2 × 20 = 40

1. (a) What is fold back memory? Explain with example.

(b) What is subroutine? Which instructions are use in 8085 microprocessor to implement
subroutine?

(c) Write a programme in 8085 assembly language to fine 1’s complement of a 8 bit
number.

(d) Explain the different addressing mode of 8085 microprocessor. (6+4+5+5)

2. (a) Draw and explain internal architecture of 8085 microprocessor.

(b) Draw the timing diagram of instruction MVIC, 35H.

(c) Explain DAA instruction. Capture PUSH and POP instruction. (8+6+6)

3. Write short notes on the following (5×4)

(a) Interrupt Service Routine.

(b) Maskable and Non-maskable interrupt.

(c) DMA controller;

(d) Flag register of 8085 microprocessor.

4. (a) Write a subroutine in ALP for 1 second delay routine.

(b) Explain PPI with diagram. (10+10)

(Microprocessor Lab)

(Practical)

Answer any one of the following : 1 × 20 = 20

1. Write a program in assembly language for multiplication of two 32 bit binary numbers.

2. Write a program in assembly language for addition of two 32-bit BCD numbers.

3. Write an assembly language program to subtract two arrays.

__________



(Operational Research)

(Theory)

Answer any two questions : 2 × 20 = 40

1. Answer the following : (8×2½)

(a) Define Operations research.

(b) Feasible solution.

(c) List the phases in solving an OR problem.

(d) Degeneracy in linear programming problem.

(e) Any two limitations of Operations research.

(f) Decision making under uncertainty.

(g) Unbalanced transportation problem.

(h) Difference between linear programming and integer programming.

2. (a) Discuss briefly the various phases of solving an OR problem. (4×5)

(b) Solve Graphically

Maximize z = x1 + x2/2

Subject to

3x1 + 2x2 < = 12

5x1 < = 10

x1 + x2 < = 8

–x1 + x1 > = 4

(c) Explain with example, how decision trees are helpful in decision-making? What are
the limitations of decision tree approach?

(d) What is the role of Operation research in decision making? Explain.

3. (a) Solve the following problem by using big M technique. (2×10)

Maximize z = 3x1 + 2x2

Subject to

2x1 + x2 < = 1

3x1 + 4x2 > = 4

x1, x2 > = 0



(b) Solve by using Simplex method

Maximize z = 3x1 + 2x2 + 5x3

Subject to:

x1 + x2 + x3 < = 9

2x1 + 3x2 + 5x3 < = 30

2x1 - x2 - x3 < = 8

4. Write short on 2×10=20

(a) PERT and CPM

(b) 2-Phase Method

(Operational Research Lab)

(Practical)

Answer any one question : 1 × 20 = 20

1. Write a program to find the optimal solution of the following problem using simplex
method :

Maximise Z = 6x – 2y S.T.

2x 1y 2 2x 1y 2   

1x 0y 3   and both x and y are 0

2. Write a program to find the optimal solution using the graphical method and put your
interpretation :

Maximise Z = 3x + 2y S.T.

1x 1y 4 

1x 1y 2   and both x and y are 0

3. Write a program to find using two phase method whether the following problem has a
feasible solution or not?

Maximize Z = 4a + 5b s.t.

2a 4b 8 

1a 3b 9   and both a and b are 0

__________



(Cloud Computing)

(Theory)

Answer any two questions : 2 × 20 = 40

1. (a) Explain the technologies that Cloud computing relies on?

(b) Briefly summarize the Cloud Computing reference model? [10+10]

2. (a) What is Infrastructure/ Hardware as a Service? Explain its reference model?
[2+8]

(b) What are the different ways of Cloud deployment? Explain each of them?
[2+8]

3. (a) Explain the different types of security provided by the cloud in respect to data and
infrastructure?

(b) Briefly summarized the challenges still open in cloud computing? [10+10]

4. Write short notes : [4×5]

(a) Service Level Agreements (SLAs)

(b) Microsoft Azure

(c) Hadoop

(d) Aneka

(Cloud Computing Lab)

(Practical)

Answer any one question : 1 × 20 = 20

1. Create virtual machines that access different programs on different platforms.

2. Explore Google cloud and Microsoft Cloud

3. Create virtual machines that access same application on different platform.

__________


